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1. Theme of the lesson № 8. "Antivirus programs. Classification of viruses. Methods of protection. "- 2 hours.

2. The relevance of the topic.

Computer viruses appeared almost simultaneously with the advent of the first computer programs. But if the first representatives of this class of programs were created as a joke, did not inflict significant harm on infected computers, then modern viruses are used by their creators to extort money, convert infected computers to bots to implement DDoS attacks on the servers of various organizations and to intercept confidential information (numbers and pin-codes of credit cards, passport data and any other information that constitutes a personal or corporate secret). Infection with the virus can cause significant damage to any enterprise, including pharmaceutical, including, due to the loss of classified information. Therefore, basic knowledge of computer viruses and ways to protect them from the necessary for the practical work of a specialist in the field of pharmacy.

3. Objectives of the lesson:

3.1. common goals

As a result of studying the topic at a seminar session, the student must

3.2. Educational goals: the formation of professionally significant substructure of the individual with the relevant aspects of deontological, ecological, legal, psychological, patriotic, professional responsibility.

3.3. specific objectives

know:

• Definition of the term "computer virus";

• Types of classification of computer viruses;

• Ways to protect against computer viruses;

• Types of antivirus programs.

Based on the acquired knowledge, the student must master the skills (be able):

• Choose an anti-virus program based on work needs;

• Use anti-virus programs to protect computers.
4. Materials for self-study (interdisciplinary integration).

	disciplines
	know 
	how to

	Computer science

Physical and colloid chemistry

Technology of medicinal forms

Pharmacognosy

Organic and bioorganic chemistry

Pharmaceutical Chemistry
	The main components of the computer and their purpose; basic operating systems.

Basic physicochemical laws and equations associated with the pharmacological effect of drugs

Modern dosage forms

Medicines based on LRS, LR and LRS

Fundamentals of chemical terminology, theoretical foundations of organic and bioorganic chemistry.

Chemistry of modern medicines, chemical bases of pharmacological effect.
	Use the Windows operating system and common office programs

Use laws and equations related to the pharmacological effect of drugs, modern research methods

Schematically demonstrate the stages of creating modern dosage forms.

Systematize МР and МРR for families and species

Use methods of establishing the structure of organic compounds

Use the theoretical foundations of drug discovery, methods of optimizing the structure of medicines


5 Theme content

What is a virus?

Computer viruses are malicious programs; the main sign of a computer virus is its ability to create its own copies (not always similar to the original) and to incorporate them into executable objects (programs, system areas ...)

Malicious code, of course disguised as something attractive (for example, a figure of a popular athlete) or useful and performs unplanned or undesirable actions, for example, data corruption.

(Virus - lat.) - a kind of programs characterized by the ability of the self-replication hidden from the user to defeat other programs, computers or networks.

In general, a computer virus is a small program that assigns itself to the end of executable files, drivers, or "settles" in the boot sector (BOOT) of the disk. When infected programs and drivers are started, the virus is executed first, and then the control is transferred to the program itself. If the virus "lodged" in the boot sector, then its activation occurs when the operating system boots from that disk. At the moment when the control belongs to the virus, usually various unpleasant for the user, but necessary for the continuation of the life of this virus, are performed. This is the stay and infection of other programs, data corruption, etc. The virus can also stay in memory resident and continue to harm before restarting the computer. After the end of the virus, control is transferred to the infected program, which usually works "as if nothing had happened," thereby masking the presence of a virus in the system. Unfortunately, very often the virus is detected too late, when most programs are already infected. In these cases, the losses from malicious virus actions can be very large.

Recently there were so-called macro viruses. They are transmitted together with documents that require the execution of macros (for example, Word document documents), hence their name. Macroviruses are actions that prescribe to transfer tyilovirus to other documents, and, if possible, carry out various harmful actions. The most widespread now are macro viruses that infect documents of the text editor Word and the Excel spreadsheet editor.

How do viruses

Manifestations of viruses are very different. this:

1 Significantly slow down your computer.

2 Unexpected appearance of foreign phrases on the screen.

3 Occurrence of various video effects (for example, tilting the screen).

4 The disappearance of information from the screen.

5 Generate different sounds.

6 Some programs stop working, while others behave very strange.

7 A large number of corrupted data files, text files appear on the disks.

8 The entire file system collapses on one of the disks.

9 The operating system suddenly stops seeing the hard drive.

10 The length of individual files varies randomly.

11 Unexpected problems with 32-bit disk access and files in Windows 3.11 or Windows 95.

12 Deleting all unprotected user files and system files

13 Spontaneous unlimited "overclocking" of the video card and processor, which leads to their overheating and breakdown

14 Replacing the existing drivers with drivers that do not match the system, leading to a large number of errors, slowing down the system and stopping the operation of important service programs

15 Downloading with a connected Internet connection a lot of unnecessary, dangerous information, garbage and other viruses

Different viruses can behave differently. Some only multiply without doing harmful actions, others immediately after infection do a lot of very unpleasant actions. There are those who first behave discreetly, and after a while, all of a sudden suddenly spoil all the data (say, the hard drive is formatted).

b) What the computer virus can and can not do

A computer virus can infect a very limited number of files. Let's list these files. First of all, these are executable files with an extension. Com and. Ehe, then - device drivers with extensions. Sys and the same. Ehe. dynamic libraries (extension dll) and. Finally, the overlays of the executable files (as a rule, they have the. ovl extension).

There are viruses that infect batch files. Bat files, but these viruses are extremely primitive and come in very simply: they insert commands of their call into batch files. Catching such viruses is not difficult.

Also files of documents and templates of editors in which at opening of the document performance of macro commands can be exposed are infected. In particular, this. Doc and. Dot files of the text editor Word,. Xls and, xlt files of the Excel spreadsheet editor.

Under no circumstances can text (.Txt) and graphic files (.Tif, .Gif, .Bmp, etc.), data files and information files be infected.

c) You can infect a computer virus in only a very limited number of cases:

Run on the computer executable program infected with the virus.

Boot the computer from a floppy containing the boot virus.

Connecting to the system of the infected driver.

Opening a document infected with macro viruses.

Installing the infected operating system on the computer.

A computer can not be infected if:

It corresponded with text and graphic files (except for files that provide the execution of macros).

It copied from one diskette to another, provided that no files from the disks were started.

The computer processes external text and graphics files, data files and information files (except for files providing the execution of macros).

Rewriting a virus-infected file to the computer does not mean that it's infected with the virus. To infect it, you either need to run an infected program, or connect an infected driver, or open an infected document (or, of course, boot from an infected floppy).

In other words, you can infect your computer only if you run unchecked programs and / or software products on it, install untested drivers and (or) operating systems, boot from an unchecked system diskette, or open untested documents susceptible to macro virus infection.

It is not necessary to ascribe all failures in the operation of the equipment or programs of the computer virus. A virus is an ordinary program of a small size, and it can not perform any supernatural actions.
d) Types of viruses

The viruses are satellites. The most primitive type of virus. For each file with an extension. Echo create a file with the same name, but with an extension. Com. contains the body of the virus. When you run the file, the operating system first looks for it. Com files, and then. Echo files. Therefore, first the virus gets the control, and then it calls the necessary file itself.

File viruses. The files with the extension are affected. Com,. Ehe, less often. Sys or overlay modules. Ehe files. These viruses add their body to the beginning, middle or end of the file and change it so that they are the first to get control. Some of these viruses do not care about saving infects files, as a result of which it turns out to be unworkable, and, sadly, such a file can not be seen. The part of these viruses remains in memory resident.

Boot viruses. The boot sectors of disks are affected. The infection of new disks occurs at the moment when a new floppy disk is inserted into the infected computer and begins to work with it. Often the virus does not go completely crazy in the boot record, it writes only its beginning, and the continuation of the body of the virus is stored elsewhere on the disk. After the start, they remain in memory resident.

Viruses that combine the properties of file and boot viruses. Such viruses can infect both files and boot sectors.

Viruses DIR *. An interesting class of viruses that appeared recently. These viruses change the file system of the disk in a very tricky way. In the file table (FAT) for all executable files, the links to the beginning are replaced with links to the body of the virus. The addresses of the beginning of files in the encoded form are contained in unused directory elements. As a result, as soon as you run any program, the control automatically receives the virus. It stays in memory resident and when working restores the correct links at the beginning of the files. If a disk infected with a DIR virus gets on a clean computer, it is naturally impossible to read data from it, of course (only one cluster is read). When you try to test a file structure - say Norton Disk Doctor - a message appears on the screen about a huge number of errors, but it is worthwhile to run at least one program from the infected disk, as the file system is immediately "restored." In fact, another computer is infected.

Macroviruses. A very original class of viruses (although they can not even be called viruses in the full sense of the word), infecting documents that require the execution of macros. When you open such documents, first the actions (special high-level programs) contained in this document are performed, - the masquerade once and represents such a macro. Thus, as soon as the infected document is opened, the virus will get control and do all the harmful actions (in particular, it will find and infect not yet infected documents).

Mechanisms of virus protection from detection

Typically, viruses are easily detected by specific parts of the body code of the virus. However, recently two new types of viruses have become widespread: invisible viruses (or stealth viruses) and self-modifying viruses (ghost viruses).

Stealth viruses (from English stealth - stealth virus - the virus, in one way or another hides its presence in the system.) Implement a very cunning mechanism that makes it difficult to detect them. When infected, these viruses remain resident in memory and, when accessing infected files and disk areas, substitute information so that the "customer" receives it in an uninfected, original form. This is achieved by intercepting DOS calls and setting their interrupt vectors. You can see this virus on an uninfected computer (for example, if you boot from a known floppy disk), or when the program does not use DOS tools but directly accesses the disk.
Ghost viruses are masked by another mechanism. These viruses constantly modify themselves as such. way "that do not contain the same fragments, such viruses store their body in coded form and constantly change the parameters of this encoding.The starting part, dealing with the decoding of the body itself, can be generated in a very complicated way.When this type of virus is transferred from the computer to the computer, the virus code changes in such a way that it does not have anything to do with its previous version, and some viruses can be self-modified within the same computer.The detection of such viruses is very difficult, although some of the anti-virus programs try to find them by code sections that are typical for the start-up part.

* - DIR - The field in the resource control cell, shows the direction of the RM cell relative to the data stream with which this focus is connected. The data source sets DIR = 0, the destination is DIR = 1.

e) What to do if the infection has already occurred

Standard actions for virus infection

You must:

Immediately turn off the power so that the virus stops spreading further. The only thing that can be done in power off is to save the results of current work. Do not use hot reboot (Ctrl + Alt + Del), as some viruses remain active.

Login to SETUP and enable the boot from disk A:. It is recommended that you check the correctness of all settings, including the parameters of the hard drives. If any changes have occurred, you must restore the old values.

Do not run any programs that are on the hard drive.

It is necessary to boot from a floppy disk (it should be write-protected) and run in turn the program-detectors that are on the floppy disk. If one of the programs detects a boot virus, then it can be removed immediately, similarly, if there is a DIR virus. Note that there can be a lot of viruses.

If the detection program detects a file virus, then two options are possible. If you have

installed the program-auditor with the healing module, then it is better to restore files with it.

If there is no such program. then it is necessary to use it for treatment with one of the detectors. Corrupted files (if, of course, they are not text files or data files) must be deleted.

After all viruses have been removed, you must relocate the operating system to the hard disk (using the SYS command).

It is necessary to check the integrity of the file system on the hard drive (using CHKDSK) and fix any damage. If there are a lot of such damages, then before fixing the file structure, you should try to copy the most important files to floppy disks.

It is necessary to check the hard disk for viruses once again, if there were not any, then you can reboot from the hard drive. If the hard drive is rebooted, it is necessary to estimate the losses from the actions of the virus. If there is a lot of damage, it's easier to reformat the hard drive (if necessary, saving the most important files).

It is necessary to restore all necessary files and programs using the archive - and for the striker, once again booted from the floppy, test the hard drive. If the virus is detected again, then you are out of luck, your archive is also infected with a virus. In this case, you should test your entire archive.

If everything is in order, then it is necessary to check all diskettes that could be infected with the virus and, if necessary, treat them. Do not forget to just deactivate the boot from drive A:.

After the virus is deactivated, you can continue to work. It is recommended that you only connect one of the filter programs for a while.

non-standard situations

During a virus attack, a number of unusual situations may arise. Consider them.
If you have a disk manager installed, some disks may not be available when you boot from a floppy disk. Then you must first treat all currently available disks, then boot from the hard disk and clean all remaining logical disks.

If, when booting from a floppy disk, it turns out that the system simply does not "see" your hard drive, then most likely the virus damaged the partitioning table of the hard disk. In this case, you need to check the SETUP settings again and try to restore the partition with Norton Disk Doctor (or, if you are well aware of your actions, using Norton Disk Edit). If this does not help, then, unfortunately, all the information from the hard drive is lost, it remains only to use the program FDISK.

If you encounter an unknown virus, then the situation is somewhat more complicated. First, you can use the program-auditor, if you have it installed. It is possible that it will help to neutralize your virus. If it does not exist or it did not help, it only remains to re-transfer the operating system, and then remove all executable and batch files, drivers and overlays from it, and then restore them from the archive. You can also use the services of an antiviral ambulance.

And in conclusion one remark. Do not attribute all your troubles to the actions of the virus. To speak about the action of an unknown virus, and even more so to resort to radical measures, it is necessary only when there is no doubt. You should first try to restore the files, and, only if this fails, delete them.

The situation that has developed in the field of viral security is quite stable. Different organizations (except, of course, Institutional training centers, where young virus writers try their hand) are very rarely exposed to virus attacks, not to mention individual users.

2. Methods for detecting viruses

a) Method of compliance with the definition of viruses in the dictionary

This is the method when an anti-virus program, while viewing a file, refers to the anti-virus databases compiled by the authors of the anti-virus program. If any part of the program code matches, the known code (signature) of the virus in databases, the antivirus program can perform one of the following actions:

1. Delete the infected file.

2. Block access to the infected file.

3. Send the file to quarantine (that is, make it unavailable for execution in order to prevent further spread of the virus).

4. Try to restore the file by deleting the virus itself from the body of the file.

5. In case of impossibility of treatment / deletion, perform this procedure upon reboot.

In order for such an antivirus program to work successfully for a long time, it is necessary to periodically update the dictionary of viruses (usually via the Internet). If users are vigilant and have a tendency to technology, users will detect the virus in hot pursuit, they can send infected files to the developers of the anti-virus program, and they then add information about new viruses to their dictionary.

For many anti-virus programs, the dictionary is characterized by checking files at the time when the operating system creates, opens, closes or sends them by mail. Thus, the program can detect a known virus immediately after it is received. Note also that the system administrator can set the antivirus program for a regular scan (scan) of all the files on the computer's hard drive. Although antivirus programs created on the basis of matching the definition of a virus in the dictionary, under normal circumstances can effectively prevent outbreaks of infection of the computer " computers, the authors of viruses try to keep on half a step ahead of such programs-antiviruses, creating "oligomorphic", "polymorphic" and newest, "me tamorphic "viruses in which the activity and parts are encrypted or distorted so that it is impossible to detect a coincidence with the definition in the dictionary of viruses.

b) The method for finding suspicious behavior of programs

Antiviruses that use the method to detect suspicious behavior of programs do not attempt to identify known viruses, instead they track the behavior of all programs. If the program tries to write some data into the executable file (exe file), the antivirus program can notice this file, warn the user and ask what to do. Currently, such preventive methods for detecting malicious code in one form or another, widely used as an anti-virus program module, not a separate product. Other titles: Proactive defense, behavior blocker, Host Intrusion Prevention System (HIPS). Unlike the method for matching virus definitions to antivirus databases, the method for detecting suspicious behavior provides protection against new viruses that are not yet available in antivirus databases. However, it should be borne in mind that programs or modules built on this method also produce a large number of warnings (in some modes of operation), which makes the user less susceptible to all warnings. Recently, this problem has worsened even more, since there are no more malicious programs that modify other exe-files, despite the existing problem of erroneous warnings. Despite the presence of a large number of warning dialogs, in modern antivirus software this method is used more and more. So, in 2006 several products were released, for the first time this method was implemented: Kaspersky Internet Security, Kaspersky Antivirus, Safe'n'Sec, F-Secure Internet Security, Outpost Firewall Pro, DefenseWall. Many programs of the firewall class have long included a module for finding suspicious behavior of programs.

c) Method of detection using emulation

• Some antivirus programs try to simulate the beginning of the execution of each new code, which is called to execute the program before passing control to it. If the program uses self-changing code or manifests itself as a virus (that is, it immediately starts looking for other exe files for example), such a program will be considered harmful, capable of infecting other files. However, this method also abounds with a large number of erroneous warnings.

• d) The "White List" method

• The common technology to combat malware is the "white list". Instead of looking only for known malicious programs, this technology prevents the execution of all computer codes except those that were previously designated by the system administrator as safe. By selecting this default failure option, you can avoid the limitations that are inherent in updating virus signatures. In addition, those applications on the computer that the system administrator does not want to install are not being executed, because they are not on the "white list". Since in modern enterprises there are many reliable applications, the responsibility for the limitations in the use of this technology rests with system administrators and the "whitelists" of reliable applications that they compose accordingly. The work of anti-virus software with this technology includes tools for automating the list and operating actions with a "white list".

• e) Other methods for detecting viruses

• A number of other methods are suggested in research and used in anti-virus programs (see also heuristic scanning).

• 3. Important notes

• • The spread of viruses by e-mail (possibly the most numerous and harmful) could be prevented by inexpensive and effective means without the installation of antivirus programs if the defects of e-mail programs that are reduced to performing without the knowledge and permission of the user of executable code contained in letters.
• User training can be an effective addition to antivirus software. Simple navchanannyakorystuvachiv safe use of the computer (for example, do not download and run unknown programs from the Internet) would reduce the likelihood of the spread of viruses and eliminate the need to use many anti-virus programs.

• • Computer users should not always work with administrator rights. If they used the normal user access mode, then some versions of the viruses could not spread (or, at least, the damage from the virus would be less). This is one of the reasons why viruses in Unix-like systems are relatively rare.

• • The method of detecting viruses for matching in a dictionary is not always sufficient due to the continuing creation of new viruses, the method of suspicious behavior does not work well enough due to a large number of erroneous decisions about the belonging to viruses of non-infected programs. So, antivirus software in its modern form will never win computer viruses.

• • Different methods of encryption and packaging of malware make even known viruses do not manifest themselves with antivirus software. To detect these "masked" viruses requires a powerful unpacking engine, which can decrypt files before they are tested. Unfortunately, in many antivirus programs this feature is not available and, therefore, it is often impossible to detect encrypted viruses.

• • The constant appearance of new viruses gives developers of antivirus software a good financial outlook.

• • Some anti-virus programs can significantly reduce performance. Users can disable anti-virus protection to prevent loss of performance, in turn, increasing the risk of infection with viruses. For maximum security, anti-virus software must always be connected, despite the loss of performance. Some anti-virus programs (like AVG for Windows) do not affect performance very much.

• • Sometimes you have to disable anti-virus protection when installing software updates, such as Windows Service Packs. An antivirus program that works when installing updates may cause improper installation of modifications or the complete uninstallation of modifications. Before upgrading Windows 98, Windows 98 Second Edition, or Windows ME to Windows XP (Home or Professional), it's best to disable virus protection, otherwise the upgrade process may fail.

• Some anti-virus software is actually spyware, under them is masked. It's better to check several times that the antivirus program that you are downloading is really one. It is even better to use the software of well-known manufacturers and download the distributions only from the developer's site.

• Some of the products use multiple cores to search for and remove viruses and spiwares. For example, in the development of NuWave Software, 4 cores are used (two for searching for viruses and two for searching for a spyware).
4. Classification of antiviruses

Kaspersky Eugene Valentinovich used the following classification of antiviruses, depending on their principle of operation (which determines the functionality) [1]:

Scanners (obsolete version of the "polyphage") determine the presence of the virus through the database [2], retains signatures (or their checksums) of viruses. Their effectiveness is determined by the urgency of the virus database and the presence of a heuristic analyzer

The auditors remember the state of the file system, which makes it possible later to analyze the changes. (The class is close to IDS).

Watchman (monitors) Monitor potentially dangerous operations, giving the user the appropriate request for permission / prohibition of the operation.

Vaccines Change the vaccine file so that the virus against which the vaccine is being vaccinated already considers the file infected. In modern (2007) conditions, when the number of possible viruses is measured in tens of thousands, this approach is inapplicable.

5. Antivirus on SIM, flash cards and USB devices

Produced today, mobile phones have a wide range of interfaces and data transfer capabilities. Consumers should carefully study the protection methods before inserting any small devices. Such methods of protection, as hardware, perhaps, antiviruses on USB devices or on SIM, will be more suitable for consumers of mobile phones. Technical evaluation and review of how to install the antivirus program on a cellular mobile phone should be considered as a scanning process that can affect other legitimate applications on this phone.

Antivirus programs on a SIM with an antivirus built into a small memory area provide a fight against malicious software / viruses, protecting the PIN and user information of the phone. Antiviruses on flash cards give the user the opportunity to exchange information and use these products with various hardware devices.
6. Materials on methodological support of the lesson.

6.1. Tasks for self-examination of the initial level of knowledge-skills:

question

1. Definition and classification of computer viruses.

2. Principles of protecting your computer from viruses.

3. Assignment and classification of anti-virus programs.

4. Basic principles of antivirus software.

5. History of the development of computer viruses.

6. Classification of computer viruses.

7. File viruses and macro viruses - the purpose and basic principles of the action.

8. Network worms - the principles of action and the possibility of using for malicious actions.

9. signs of infection with a computer virus.

10. Ways of infection with computer viruses.

11. Ways to protect your computer from viruses.

12. Classification of anti-virus programs.

13. The most popular anti-virus programs: Kaspersky Anti-Virus, Avast, DrWeb - functionality.

14. Ukrainian antivirus Zillya - functionality compared to the most popular programs.

6.2. The information necessary for the formation of knowledge-skills can be found in the textbooks:

  Basic:
1. Інформаційні технології у фармації: підручник / І.Є.Булах, Л.В. Войтенко, Л.О.Кухар та      ін.; за ред. І.Є.Булах. –К.: Медицина, 2008.- 224 с.Стор.7-21; стор.36-41

2. Медична інформатика в модулях: практикум/ І.Є.Булах, Л.В. Войтенко, М.Р. Мруга та      ін.; за ред. І.Є.Булах. –К.: Медицина, 2009.- 208 с. Стор. 8-25

3.Основи медичної інформатики : підручник / Л.О. Момоток, Л.В.Юшина, О.В. Рожнова.   –К.: Медицина, 2008.- 232 с.Стор.61-106

Additional:
1.
Лазарев Н. И., Вельма С. В. Практикум по информационным технологиям в фармации (на основе интенсивных методик обучения): Учеб. пособие для студентов фармац. вузов. – Х.: Изд-во НФАУ: Золотые страницы, 2002. – 264с.

2.
А.Левин. Самоучитель работы на компьютере (6-е издание, исправленное и дополненное). Москва, издательство "Нолидж", 2011 – 224 с.

3.
Гельман В.Я. Медицинская информатика: практикум. – Спб: Питер, 2010.- 480 с.
6.3. Orienting map is relatively independent work with literature on the topic of the lesson.
	№№

п.п.
	Main tasks, directions 
	Answers

	1
	2
	3

	1
	Viruses are ... (А B C)
	

	2
	List the approaches to the definition of infection with PC viruses a), b)
	

	3
	Types of viruses:
	

	4
	Types of antivirus:
	


7. Materials for self-control of the quality of preparation.

1. What is a computer virus?

2. When was the first computer virus created?

3. What are the characteristics of computer viruses?

4. Give the classification of viruses by the object is affected by the technologies used by the virus.

5. What are the main features of file viruses and what harm can they do to the computer?

6. What are network worms and how can they be used for phishing and DDoS attacks?

7. What are the main signs of infection of the computer with viruses?

8. What should I do to prevent infection with computer viruses?

9. What types of anti-virus programs are known by the mechanism of action?

10. What are the functionalities of free versions of the most common antivirus programs?

11. What additional options are provided by paid versions?
8. Materials for independent self-study:

  Instructions for performing practical tasks:

8.1. A list of practical training tasks that must be performed in the course of a practical lesson:

Exercise 1.

Performing situational tasks with the chemical editor CHEMOFFICE. Type the receipt scheme in the Chem Draw editor (provide a brief description of the reaction and the diagram itself).

 options:

 1. glutamic acid.

2. hexamethylenetetramine.

3. Calcium gluconate.

4. aminalone (γ-aminobutyric acid).

5. Aprofen.

6. cyclophosphamide.

7. Sarcolysin.

8. Chlorobutin.

9. midantan.

10. Remantadine.

11. Menthol (borate method).

12. Menthyl ester of isovaleric acid.

13. terpinhydrate.

14. Bromampaphora.

15. Thymol.

16. resorcinol.

17. Phenolphthalein.

18. Xerog form.

19. Paracetamol.

20. Xikain.

21. trimecain.

22. furacilin

23. polyvinylpyrrolidone

24. Levomycetin

25. Analgin

26. Butadione

27. nicotinic acid diethylamide

28. Nicodine

29. Isoniazid

30. ftyvazid

31. 5,5-Dietylbarbituric acid

32. Neodikumarina

33. dibasol

34. Nitroxoline

35. Ethacridine lactate

36. Mesatone

10. Materials for self-control of mastering knowledge, skills, skills, provided by this work.

1. Perform an anti-virus scan of the My Documents folder.

• Run the antivirus program specified by the teacher.

• Determine, using the help that this program performs, what type of antivirus program it should be assigned to.

• Set the following check parameter values:

o level of verification - maximum protection;

o Actions on the affected objects - ask the user;

o DO NOT scan archived files;

o update the anti-virus database once a week automatically;

o automatic check performed once a week, on Monday at 9.00;

o download the program while the operating system is running;

o enable the sound of the antivirus program.

• Perform anti-virus scanning of objects in the My Documents folder.

• See the audit report. Demonstrate and explain its meaning to the teacher.

11. The theme of the next seminar session:

"The principles of the structure of the Internet network and the Internet. Solution of information retrieval problems in the Internet. Practical search on the Internet for information about medicines and medicinal plants. "
Methodical development was ______________   Prystupa B.V.
