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After reading this chapter, you should know the answers to these questions:

● What key functions do medical computer systems perform?

● Why is communication between medical personnel and computing personnel crucial to the successful design and implementation of a health information system?

● What are the trade-offs between purchasing a turnkey system and developing a customdesigned system?

● What resources are available remotely for medical computer systems?

● What design features most heavily affect a system’s acceptance by health professionals?

● Why do systems in health care, once implemented and installed successfully, have a long lifetime?

1 How Can a Computer System Help in Health Care?

In Chapter 5, we introduced basic concepts related to computer and communications hardware and software. In this chapter, we show how information systems created from these components can be used by health professionals to support health care delivery.

We describe the basic functions performed by health information systems and discuss important considerations in system design, implementation, and evaluation. You should keep these concepts in mind as you read about the various medical computing applications in the chapters that follow. Think about how each system meets (or fails to meet) the needs of its users and about the practical reasons why certain systems have been accepted for routine use in patient care whereas other systems have failed to make the transition from the research environment to the real world.

At a minimum, a system’s success depends on the selection of adequate hardware and sufficient data-storage, and data-transmission capabilities. More crucial is the software, which defines how data are obtained, organized, and processed to yield information.

The technical issues related to specific hardware and software choices are beyond the scope of this book. Instead, we provide a general introduction to practical issues in the design and implementation of systems. In particular, we stress the importance of designing systems that not only meet users’ requirements for information but also fit smoothly into users’ everyday routines. There are many types of users of a health care information system, and often it is necessary to consider each, one at a time.

There are health care professionals, for whom the quality of the results is paramount, but who are invariably pressed for time. There are administrators, who have to make personnel and financial decisions that are crucial to institutional well-being. There are clerical personnel, who enter and retrieve much of the data. Some systems also provide for direct interaction by patients. In addition, there are operational personnel who maintain the system and ensure its reliability. Initially there are professional system designers, implementers, and integrators, but their numbers and availability decrease as the systems move into routine operation. Before the system is turned over to users, there must be adequate documentation and training. For instance, clerks require clear procedures for their interaction with the system so that errors are minimized. A central theme of this chapter is the importance of communication between health care and computing professionals in defining problems and developing solutions that can be implemented within an institution. With this perspective, we explore the factors that create a need for automation and discuss important considerations in the design, development, and evaluation of health information systems.

A problem in moving systems from their originators, the computing experts, to health care personnel is that their education and experience has too often emphasized different scientific principles. The formality of computing is evidenced in rules that can be applied to many instances, and hence provide consistency and efficiency. Practice in health care focuses on individual instances, one at a time. Some of those will require deep and unique considerations. Much learning in health care stems from examples, and flexibility is expected when a new case differs in some crucial ways. For a computing expert, adapting to a very flexible approach can lead to an explosion of rules, and impossibly complex software. One role of this book is to help in mutual inderstanding of the isues on both sides, leading to an appreciation of the value of obtaining training and expertise at the intersection of biomedicine and computing.

1.1 What Is a System?

Until now, we have referred informally to health information systems and computer systems.

What do we mean when we refer to a system? In the most general sense, a system is an organized set of procedures for accomplishing a task. It is described in terms of (1) the problem to be solved; (2) the data and knowledge required to address the problem; and (3) the internal process for transforming the available input into the desired output. When we talk about systems in this book, we usually mean computer-based (or just computer) systems. A computer system combines both manual and automated processes; people and machines work in concert to manage and use information.

A computer system has these components:

● Hardware: The physical equipment, including processing units (e.g., the central processing unit (CPU)), data-storage devices, comunication equipment, terminals, and printers

● Software: The computer programs that direct the hardware to carry out the automated processes—i.e., to respond to user requests and schedules, to process input data, to store some data for long periods, and to communicate informative results to the users; at times the software will prompt the users to perform manual processes 

● Customers: The users who interact with the software and hardware of the system, issue requests, and use the results or forward them to others; there will be other users who are concerned with providing input, system operations, backup, and maintenance The role of a computer is, broadly speaking, the conversion of data into information.

Every piece of data must be supplied by a person, by another computer system, or by data collection equipment, as seen in patient monitoring. Information that is output is delivered to health care professionals or becomes input to another computer system. In other words, a medical computer system is a module within the overall health care delivery system.

The overall health care system not only determines the need for the computer system (e.g., which data must be processed and which reports must be generated) but also the requirements for the system’s operation (e.g., the degree of reliability and responsiveness to requests for information). Acquisition and operation of a computer system has implications for the organization of an institution. Who controls the information? Who is responsible for the accuracy of the data? How will the system be financed?

The installation of a computer system has sociological consequences as well. The introduction of a new system alters the work routines of health care workers.

Furthermore, it may affect the traditional roles of health care workers and the existing relationships among groups of individuals—e.g., between physicians and nurses, between nurses and patients, and between physicians and patients. Important ethical and legal questions that arise include the confidentiality of patient information, the appropriate role of computers in patient care (especially in medical decision making), and the responsibility of developers and users for ensuring the correct operation of the system (see Chapter 10). Although the technical challenges in system development must be met, organizational factors are crucial determinants of the success of a computer system within the institution. These factors can differ greatly among institutions and can make the transfer of a well-functioning system to another site difficult.

1.2 Functions of a Computer System

Computers have been used in every aspect of health care delivery, from the simple processing of business data, to the collection and interpretation of physiological data, to the education of physicians and nurses. Each chapter in Unit II of this book describes an important area for the application of computers in biomedicine. The unique characteristics of each problem area create special requirements for system builders to address.

The motivation for investing in these applications, however, is the computer’s ability to help health professionals in some aspect of information management. We identify eight topics that define the range of basic functions that may be provided by medical computer systems:

1. Data acquisition and presentation

2. Record keeping and access

3. Communication and integration of information

4. Surveillance

5. Information storage and retrieval

 Data analysis

7. Decision support

8. Education

These functions are detailed in the discussions of each of the types of health care and biomedical applications addressed in Chapters 12 through 22. Any system will assist its users with several of those functions. In hospital information systems most of these functions will be performed, but typically within multiple departments by a variety of computing systems. Those systems must, in turn, communicate with each other (Webster, 1988). Although decision support is a primary function for only two categories of applications, essentially all uses of computers in medicine will support decision making by the variety of staff that uses them.

Data Acquisition

The amount of data needed to describe the state of even a single person is huge. Health professionals require assistance with data acquisition to deal with the data that must be collected and processed.. One of the first uses of computers in a medical setting was the automatic analysis of specimens of blood and other body fluids by instruments that measure chemical concentrations or that count cells and organisms. These systems then present the results of such analyses in a clear form. Signalling when results are outside the expected range alerts the health care staff. Computer-based patient-monitoring systems that collect physiological data directly from patients were another early application of computing technology. Such systems ensure that vital signs, electrocardiograms (ECGs), and other indicators of patient status are measured frequently and consistently. More recently, researchers have developed medical imaging applications as described in Chapters 9 and 18, including computed tomography (CT), magnetic resonance imaging (MRI), and digital subtraction angiography. The calculations for these computationally intensive applications cannot be performed manually; the computers collect and manipulate millions of individual observations.

Early computer-based medical instruments and measurement devices that perform data acquisition provided their results only to human beings. Today, most instruments supply data directly into the patient record, although the interfaces are still awkward and poorly standardized. Computer-based systems that acquire information, such as one’s health history, from patients are also data-acquisition systems; they free health professionals from the need to collect and enter routine demographic and history information.

Record Keeping

Given the data-intensive nature of health care delivery, it is no surprise that collecting and keeping records is a primary function of many medical computer systems.

Computers are well suited to performing tedious and repetitive data-processing tasks, such as collecting and tabulating data, combining related data, and formatting and producing reports. They are particularly useful for processing large volumes of data. 

Automated billing is a natural application of computers in health care settings, and was typically the first component installed when a hospital, clinic, or private practice decided to use computer technology. Unfortunately, the level of documentation required for performing billing is inadequate for treating patients.

Individual departments within a hospital also have their own computer systems and maintain their own records. For instance, clinical laboratories use computer-based information systems to keep track of orders and specimens and to report test results; most pharmacy and radiology departments use computers to perform analogous functions.

Their systems may connect to outside services (e.g., pharmacy systems are typically connected to one or more drug distributors) so that ordering and delivery are rapid and local inventories can be kept small. By automating processing in areas such as these, health care facilities are able to speed up services, reduce direct labor costs, and minimize the number of errors.

Computer systems acquired by hospital departments are often obtained from specialized vendors. Such vendors contribute their experience in serving clinical laboratories, pharmacy operations, or other areas. They will supply their customers with updates when capabilities improve or regulations change. Sometimes the services may actually be operated remotely at a vendor’s site. Unfortunately, this diversity makes it difficult to integrate the information from the disparate systems into a coherent whole.
Communication and Integration

In hospitals and other large-scale health care institutions, myriad data are collected by multiple health professionals who work in a variety of settings; each patient receives care from a host of providers—nurses, physicians, technicians, pharmacists, and so on. 

Communication among the members of the team is essential for effective health care delivery. Data must be available to decision makers when and where they are needed,

independent of when and where they were obtained. Computers help by storing, transmitting, sharing, and displaying those data. 
The patient record is the primary vehicle for communication of clinical information. The limitation of the traditional paper-based patient record is the concentration of information in a single location, which prohibits simultaneous entry and access by multiple people. Hospital information systems (HISs) and  EHR systems allow distribution of many activities, such as admission, appointment, and resource scheduling; review of laboratory test results; and inspection of patient records to the appropriate sites.

Information necessary for specific decision-making tasks is rarely available within a single computer system. Clinical systems are installed and updated when needed, available, and affordable. Furthermore, in many institutions, inpatient, outpatient, and financial activities are supported by separate organizational units. Patient treatment decisions require inpatient and outpatient information. Hospital administrators must integrate clinical and financial information to analyze costs and to evaluate the efficiency of health care delivery. Similarly, clinicians may need to review data collected at other health care institutions, or they may wish to consult published biomedical information. Communication networks that permit sharing of information among independent computers and geographically distributed sites are now widely available. Actual integration of the information they contain requires additional software, adherence to standards, and operational staff to keep it all working as technology and systems evolve.

Surveillance

Timely reactions to data are crucial for quality in health care, especially when a patient has unexpected problems. Data overload, created by the ubiquity of information technology, is as detrimental to good decision making as is data insufficiency. Data indicating a need for action may be available but are easily overlooked by overloaded health professionals. Surveillance and monitoring systems can help people cope with all the data relevant to patient management by calling attention to significant events or situations, for example, by reminding doctors of the need to order screening tests and other preventive measures or by warning them when a dangerous event or constellation of events has occurred.

Laboratory systems routinely identify and flag abnormal test results. Similarly, when patient-monitoring systems in intensive care units detect abnormalities in patient status, they sound alarms to alert nurses and physicians to potentially dangerous changes. A pharmacy system that maintains computer-based drug-profile records for patients can screen incoming drug orders and warn physicians who order a drug that interacts with another drug that the patient is receiving or a drug to which the patient has a known allergy or sensitivity. By correlating data from multiple sources, an integrated clinical information system can monitor for complex events, such as interactions among patient diagnosis, drug regimen, and physiological status (indicated by laboratory test results). 
For instance, a change in cholesterol level can be due to prednisone given to an arthritic patient and may not indicate a dietary problem.

Surveillance also extends beyond the health care setting. Appearances of new infectious diseases, unexpected reactions to new medications, and environmental effects should be monitored. Thus the issue of data integration has a national or global scope .

Information Storage and Retrieval

Storage and retrieval of information is essential to all computer systems. Storage enables sharing of information with people who are not available at the same time.

Storage must be well organized and indexed so that information recorded in an HER system can be easily retrieved. Here the variety of users must be considered. Getting cogent recent information about a patient entering the office differs from the needs that a researcher will have in accessing the same data. The query interfaces provided by EHR and clinical research systems assist researchers in retrieving pertinent records from the huge volume of patient information. 

Data Analysis

Raw data as acquired by computer systems are detailed and voluminous. Data analysis systems must aid decision makers by reducing and presenting the intrinsic information in a clear and understandable form. Presentations should use graphs to facilitate trend analysis and compute secondary parameters (means, standard deviations, rates of change, etc.) to help spot abnormalities. Clinical research systems have modules for performing powerful statistical analyses over large sets of patient data. The researcher,

however, should have insight into the methods being used. For clinicians, graphics are essential for interpretation of data and results.

Decision Support

In the end, all the functions described here support decision making by health professionals.

The distinction between decision-support systems and systems that monitor events and issue alerts is not clear-cut; the two differ primarily in the degree to which they interpret data and recommend patient-specific action. Perhaps the best-known examples of decision-support systems are the clinical consultation systems or event monitoring systems that use population statistics or encode expert knowledge to assist physicians in diagnosis and treatment planning. Similarly, some nursing information systems help nurses to evaluate the needs of individual patients and thus assist their users in allocating nursing resources. In Chapter 20, we discuss computer based systems that use algorithmic, statistical, or artificial-intelligence (AI) techniques to provide advice about patient care.
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