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Electronic Health Record Systems
After reading this chapter, you should know the answers to these questions:

● What is the definition of an electronic health record (EHR)?

● How does an EHR differ from the paper record?

● What are the functional components of an EHR?

● What are the benefits of an EHR?
● What are the impediments to development and use of an EHR?

1 What Is An Electronic Health Record?

The preceding chapters introduced the conceptual basis for the field of biomedical informatics, including the use of patient data in clinical practice and research. We now focus attention on

the patient record, commonly referred to as the patient’s chart or medical record. The patient record is an amalgam of all the data acquired and created during a patient’s course through the health care system. The use of medical data.
We also discussed the limitations of the paper record in serving the many users of patient information. In this chapter, we examine the definition and use of computer-based patient record systems, discuss their potential benefits and costs, and describe the remaining challenges to address in their dissemination.
1.1 Purpose of a Patient Record

Stanley Reiser (1991) wrote that the purpose of a patient record is “to recall observations, to inform others, to instruct students, to gain knowledge, to monitor performance, and to justify interventions.” The many uses described in this statement, although diverse, have a single goal—to further the application of health sciences in ways that improve the well-being of patients, including the conduct of research and public health activities that address population health. Yet, observational studies of physicians’ use of the paper-based record find that logistical, organizational, and other practical limitations reduce the effectiveness of traditional records for storing and organizing an  everincreasing number of diverse data. An electronic health record (EHR) is designed to overcome many of these limitations, as well as to provide additional benefits that cannot be attained by a static view of events.

An electronic health record (EHR) is a repository of electronically maintained information about an individual’s lifetime health status and health care, stored such that it can serve the multiple legitimate users of the record. Traditionally, the patient record was a record of care provided when a patient is ill. Managed care encourages health care providers to focus on the continuum of health and health care from wellness to illness and recovery. Consequently, the record must integrate elements regarding a patient’s health and illness acquired by multiple providers across diverse settings.

A computer-based patient-record (EHR) system adds information management tools to provide clinical reminders and alerts, linkages with knowledge sources for health care decision support, and analysis of aggregate data both for care management and for research. To use a paper-based patient record, the reader must manipulate data either mentally or on paper to glean important clinical information. In contrast, an EHR system provides computer-based tools to help the reader organize, interpret, and react to data..

A number of large institutions have installed EHRs and described their many different approaches and the lessons learned (Cheung et al., 2011; Duncan et al., 2011; Brown et al., 2013).
1.2 Ways in Which an Electronic Health Record Differs from a Paper-Based Record

In contrast to a traditional patient record, whose functionality is tethered by the static nature of paper—a single copy of the data stored in a single format for data entry and retrieval—an EHR is flexible and adaptable. Data may be entered in a format that simplifies the input process (which includes electronic interfaces to other computers where patient data are stored) and displayed in different formats suitable for their interpretation. 
Further, the EHR can integrate multimedia information such as radiology images and echocardiographic video loops that were never part of the traditional medical record. Data can be used to guide care for a single patient or in aggregate form to help administrators develop policies for a population. Hence, when considering the functions of an EHR, we do not confine discussion to the uses of a single, serial recording of provider–patient encounters. An EHR system extends the usefulness of patient data by applying information-management tools to the data.

Inaccessibility is a common drawback of paper records. In large organizations, the traditional record may be unavailable to others for days while the clinician finishes documentation of an encounter. For example, paper records are often sequestered in a medical records department until the discharge summary is completed and every document is signed. During this time, special permission and extra effort are required to locate and retrieve the record. Individual physicians often borrow records for their convenience, with the same effect.With computer-stored records, all authorized personnel can access patient data immediately as the need arises. Remote access to EHRs also is possible. 
When the data are stored on a secure network, authorized clinicians with a need to know can access them from the office, home, or emergency room, to make timely informed decisions. At the same time that EHR systems make data more available to authorized users for legitimate uses, they also provide the tools needed to control and track access to patient records to enforce the privacy policies required by the Health Insurance Portability and Accountability Act.

Documentation in an EHR can be more legible because it is recorded as printed text rather than as handwriting, and it is better organized because structure is imposed on input. The computer can even improve completeness and quality by automatically applying validity and required field checks on data as they are entered. For example, numerical results can be checked against reference ranges. Typographical errors can be detected via spell checkers and restricted input menus. Moreover, an interactive system can prompt the user for additional information. In this case, the data repository not only stores data but also enhances their completeness.

Data entered into a computer can be reused. For example, a physician could cut and paste parts of their visit note into a letter to a referring physician and into an admission note. Reusability of data is one way that an EHR increases the provider’s efficiency. 
Data entered as part of the patient care process can also be reused in reports that support patient safety, quality improvement, and regulatory or accreditation requirements. 
The degree to which a particular EHR demonstrates these benefits depends on several factors:

1. Comprehensiveness of information. Does the EHR contain information about health as well as illness? Does it include information from all clinicians who participated in a patient’s care? Does it cover all settings in which care was delivered (e.g., office practice, hospital)? Does it include the full spectrum of clinical data, including clinicians’ notes, laboratory test results, medication details, and so on?

2. Duration of use and retention of data. A record that has accumulated patient data over 5 years will be more valuable than one that contains only the last month’s worth of records. 
3. Degree of structure of data. Medical data that are stored simply as narrative text entries will be more legible and accessible than similar entries in a paper medical record. Uncoded information, however, is not standardized, and inconsistent use of medical terminology limits the ability to search for data, but as anyone who has used an Internet search tool knows, clever use of synonyms and statistics improves the hit rates. Use of a controlled, predefined vocabulary facilitates computer-supported decision making and clinical research, but at the cost of “coding” time to the provider who is entering such data.

4. Ubiquity of access. A system that is accessible from a few sites will be less valuable than one accessible from any computer by an authorized user.

A computer-stored medical record system has disadvantages. It requires a larger initial investment than its paper counterpart due to hardware, software, training, and support costs. The human and organizational factors often dominate the technical challenges. 
Physicians and other key personnel will have to take time from their work to learn how to use the system and to redesign their work flow to use the system efficiently.

Another risk associated with computer-based systems is the potential for subtle as well as catastrophic failures. If the computer system fails, stored information may be unavailable for an indeterminate time. Paper records fail one chart at a time. On the other hand, if the average paper chart is unavailable up to 10 percent of the time, that would be equivalent to a 10 percent downtime for the average patient. Furthermore, modern computers with fully redundant components, swappable memory and computers and disk units and mirrored servers, have very high reliability. Yet, nothing provides complete protection; so contingency plans must be developed for handling brief or longer computer outages. Physicians record large amounts of clinical information in their history, physical examination, and progress notes. Capture of this information directly from the physician is a major goal of medical informatics because it provides the most timely, accurate, and useful content. However, the goal is elusive. The time cost of physician input can be high, so the physician input may be infeasible in some settings.

Although new input devices are introduced or improved each year (e.g., pen-based entry, speech input), none of these have become time-competitive with dictation or handwriting. The wireless personal digital assistants (PDAs) and slate computers improve accessibility compared with fixed workstations, but battery life and physical attributes still limit their widespread applicability.

Some institutions are scanning selected parts of the patient chart (including the physicians’ notes) into the computer. Scanning and storing chart notes into an EHR does solve the availability problems of the paper chart, and the solution can be applied to any kind of document. Indeed, many hospitals now scan in the entire paper chart at discharge for easy retrieval. However, a typical scanned page occupies 50 to 80 kilobytes, so high-speed communication links are required for quick display. Further no option exists for searching or analyzing the content of a scanned document without an abstraction step.

Although it takes time to learn how to use the system and to change workflows, there is mounting recognition that an EHR system is required to support the care process, as well as the regulatory and business side of health care. One of the largest health maintenance organizations (HMOs) recently committed $1.8 billion to implementing an EHR throughout its health system. 

2 Historical Perspective

The historical development of the medical record parallels the development of science in clinical care. The development of automated systems for dealing with health care data parallels the need for data to comply with reimbursement requirements. Early health care systems focused on inpatient-charge capture to meet billing requirements in a fee-for-service environment. Contemporary systems need to capture clinical information in a managed care environment focusing on clinical outcomes in ambulatory care.
2.1 Early Hospital Focus
The Flexner report on medical education was the first formal statement made about the function and contents of the medical record. Mayo clinic had begun to record the diagnoses for every admitted patient 3 years earlier. In advocating a scientific approach to medical education, the Flexner report also encouraged physicians to keep a patient-oriented medical record. The contents of medical records in hospitals became the object of scrutiny in the 1940s, when hospital-accrediting bodies began to insist on the availability of accurate, well-organized medical records as a condition for accreditation. Since then, these organizations also have required that hospitals abstract certain information from the medical record and submit that information to national data centers. Such discharge abstracts contain (1) demographic information, (2) admission and discharge diagnoses, (3) length of stay, and (4) major procedures performed. The national centers produce statistical summaries of these case abstracts; an individual hospital can then compare its own statistical profile with that of similar institutions.

In the late 1960s, computer-based hospital information systems (HISs) began to emerge. These systems were intended primarily for communication.

They collected orders from nursing stations, routed the orders to various parts of the hospital, and identified all chargeable services. They also gave clinicians electronic access to results of laboratory tests and other diagnostic procedures. Although they contained some clinical information (e.g., test results, drug orders), their major purpose was to capture charges rather than to assist with clinical care. Many of the early HISs stored and presented much of their information as text, which is difficult to analyze.

Moreover, these early systems rarely retained the content for long after a patient’s discharge.

The introduction of the problem-oriented medical record (POMR) by Lawrence Weed (1969) influenced medical thinking about both manual and automated medical records.

Weed was among the first to recognize the importance of an internal structure of a medical record, whether stored on paper or in a computer. He suggested that the primary organization of the medical record should be by the medical problem; all diagnostic and therapeutic plans should be linked to a specific problem.

Morris Collen (1972) was an early pioneer in the use of hospital-based systems to store and present laboratory test results as part of preventive care. He also wrote an extensive history of the field (Collen, 1995). Use of computers to screen for early warning signs of illness was a basic tenet of HMOs. Other early university hospital-based systems provided feedback to physicians that affected clinical decisions and ultimately patient outcomes. The HELP system (Pryor, 1988) at LDS Hospital, the CCC system at Beth Israel Deaconess Medical Center (Slack and Bleich, 1999), and the Regenstrief System (Tierney et al., 1993; McDonald et al., 1999) at Wishard Memorial Hospital continue to add more clinical data and decision-support functionality.
2.2 Influence of Managed Care and the Integrated Delivery System
Until recently, the ambulatory care record has received less attention from the commercial vendors than the hospital record because of differences in financing and regulatory requirements. The status of ambulatory care records was reviewed in a 1982 report (Kuhn et al., 1984). Under the influence of managed care, the reimbursement model has shifted from a fee-for-service model (payers pay providers for all services the provider deemed necessary) toward a payment scheme where providers are paid a fixed fee for a specific service (payers pay a fixed amount for services approved by the payer). Information management tools that facilitate effective management of patients outside of the hospital setting help providers manage patients’ disease more cost-effectively. The emphasis on ambulatory care brought new attention to the ambulatory care record.

Thirty years ago, a single family physician provided almost all of an individual’s medical care. Today, however, responsibility for ambulatory care is shifting to teams of health care professionals in outpatient clinics and HMOs. Ambulatory care records may contain lengthy notes written by many different health care providers, large numbers of laboratory test results, and a diverse set of other data elements, such as X-ray examination and pathology reports and hospital discharge summaries. Accordingly, the need for information tools in ambulatory practice has increased. COSTAR (Barnett, 1984), the Regenstrief Medical Record System (RMRS) (McDonald et al., 1975), STOR (Whiting-O’Keefe et al., 1985), and TMR (Stead and Hammond, 1988) are among the early systems that focused on ambulatory care. Costar and RMRS are still in use today.
3 Functional Components of an Electronic Health Record System
As we explained in Section 1.2, an EHR is not simply an electronic version of the paper record. When the record is part of a comprehensive EHR system, there are linkages and tools available to facilitate communication and decision making. In Sections 3.1 to 3.5, we summarize components of a comprehensive EHR system and illustrate functionality with examples from systems currently in use. The five functional components are:]

● Integrated view of patient data

● Clinical decision support

● Clinician order entry

●Access to knowledge resources

● Integrated communication and reporting support
3.1 Integrated View of Patient Data
Clearly, providing integrated access to all patient data is the primary purpose of an EHR. Although this task may seem relatively simple, acquisition and organization of these data are major challenges because of the complexity and diversity of the data—ranging from simple numbers to graphs to images to motion images—and the large number and organizationally distributed sources of patient data such as clinical laboratories, radiology departments, free-standing magnetic resonance imaging (MRI) centers, community pharmacies, home health agencies. Furthermore, no unique national patient identifier exists in the United States for linking patient data obtained from many sites.

The fact that different patient data source systems use different identifiers, data content terminologies, and data formats creates substantial work. Administrators of each HER system must revise the message formats and map coding systems from the source system to the format and codes that are acceptable to their EHR system. Today most clinical data sources can deliver the clinical content as health level 7 (HL7) messages, but senders deviate from the standard and use local codes as identifiers for clinical observations and orders in these messages. So, some small amount of message tweaking and a large amount of code mapping is usually required. Interface engines facilitate the management and tweaking of the messages. The database interface depicted not only provides message-handling capability but can also automatically translate codes from the source system to the preferred codes of the receiving EHR.

However, human labor is needed to define the mappings that drive this automatic translation.

The interface engine provides a technical and translation buffer between systems manufactured by different vendors. In this way, organizations can mix different vendors’ products and still achieve the goal of integrated access to patient data for the clinician.

The idiosyncratic, local terminologies used to identify clinical variables and their values in many source systems represent major barriers to integration of medical record data by EHRs. Code systems such as LOINC (McDonald et al., 2003) and SNOMED (Wang et al., 2002), which have been adopted by the U.S. federal government agencies for their health-related data , help overcome these barriers.

Clinicians need more than just integrated access to patient data; they also need various views of these data (e.g., in chronologic order by report date) so providers can easily find the newest individual results, in a flowsheet format to highlight changes over time across multiple variables, and in focused views tailored to specialties and settings. 
Web browsers for finding and viewing information on the Internet  also provide health care workers with tools to view patient data from remote systems. Advanced security features (e.g., Secure Socket Layer (SSL)) are required to

ensure the confidentiality of patient data transmitted over the public Internet.

Web dates. Clicking on the radiology image icon brings up the radiology images, e.g., the quarter resolution PA and lateral chest X-ray. An analogous process applies to EKG measurements where clicking on the EKG icon for a particular result brings up the full EKG tracing in Portable Document Format (PDF) form.
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